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Handling anomalous conditions

Despite best efforts, on occasion a condition arises – let’s call it an
A N O M A LY

– that a function can’t handle. What to do? In this chap-

ter, we present two approaches. The function can return a value that
indicates the anomaly, thereby handling the anomaly explicitly. Alternatively, the function can stop normal execution altogether, throwing
control to some handler of the anomaly. In OCaml, the first approach
involves option types, the second exceptions.
As a concrete example, consider a function to calculate the M E D I A N
number in a list of integer values, that is, the value that has an equal
number of smaller and larger values. The median can be calculated by
sorting all of the values in the list and taking the middle element of the
sorted list. Taking advantage of a few functions from the List module
(sort, length, and nth) and the Stdlib module (compare), 1 we can
define
# let median (lst: 'a list) : 'a =
#

nth (sort compare lst) (length lst / 2) ;;

val median : 'a list -> 'a = <fun>

We can test it out on a few lists:
# median [1; 5; 9; 7; 3] ;;
- : int = 5
# median [1; 2; 3; 4; 3; 2; 1] ;;
- : int = 2
# median [1; 1; 1; 1; 1] ;;
- : int = 1
# median [7] ;;
- : int = 7

The function works fine most of the time, but there is one anomalous condition to consider, where the median isn’t well defined: What
should the median function do on the empty list?

1

Since we make heavy use of the List
module functions in this chapter, we
will open the module (but preserve
compare as the Stdlib version)
# open List ;;
# let compare = Stdlib.compare ;;
val compare : 'a -> 'a -> int = <fun>

so as to avoid having to prefix each use
of the functions with the List. module
qualifier. The issue will become clearer
when modules are fully introduced in
Chapter 12.
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10.1 A non-solution: Error values
You might have thought to return a special E R R O R VA L U E in the
anomalous case. Perhaps 0 or -1 or MAX_INT come to mind as possible error values. Augmenting the code to return a globally defined
error value might look like this:
# let cERROR = -1 ;;
val cERROR : int = -1
# let median (lst: 'a list) : 'a =
#

if lst = [] then cERROR

#

else nth (sort compare lst) (length lst / 2) ;;

val median : int list -> int = <fun>

There are two problems. First, the method can lead to gratuitous type
instantiation; second, and more critically, it manifests in-band signaling.
Check the types inferred for the two versions of median above. The
original is appropriately polymorphic, of type ’a list -> ’a. But
because the error value cERROR used in the second version is of type
int, median becomes instantiated to int list -> int. The code

no longer applies outside the type of the error value, restricting its
generality and utility. And there is a deeper problem.
Consider the sad fate of poor Christopher Null, a technology journalist with a rather inopportune name. Apparently, there is a fair
amount of software that uses the string "null" as an error value for
cases in which no last name was provided. Errors can then be checked
for using code like
if last_name = "null" then ...

Maybe you see the problem. Poor Mr. Null reports that
I’ve been embroiled in a cordial email battle with Bank of America, literally for years, over my email address, which is simply
null@nullmedia.com. Using null as a mailbox name simply does not
work at B of A. The system will not accept it, period. (Null, 2015)

These kinds of problems confront poor Mr. Null on a regular basis.
Null has fallen afoul of I N - B A N D S I G N A L I N G of errors, in which an
otherwise valid value is used to indicate an error. The string "null"
is, of course, a valid string that, for all the programmer knows, might
be someone’s name, yet it is used to indicate a failure condition in
which no name was provided. (The solution is not to use a string,
dpfnzzlwrpf say,2 that is less likely to be someone’s last name as the

error value. That merely postpones the problem.)
Similarly, 0 or -1 or MAX_INT are all possible values for the median
of an integer list. Using one of them as an in-band error value means

2

In fact, “Dpfnzzlwrpf” is the name
of a fictitious corporation in Jonathan
Caws-Elwitt’s “Letter to a Customer”.
(Conley, 2009) Could it also be a last
name? Why not? For a while, it was my
username on Skype. True story.
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that users of the median function can’t tell the difference between the
value being the true median or the median being undefined.
Having dismissed the in-band error signaling approach, we turn to
better solutions.

10.2 Option types
The first approach, like the in-band error value approach, still handles
the problem explicitly, right in the return value of the function. However, rather than returning an in-band value, an int (or whatever the
type of the list elements is), the function will return an out-of-band
None value, that has been added to the int type to form an optional
int, a value of type int option.

Option types are another kind of structured type, beyond the lists,
tuples, and records from Chapter 7. The postfix type constructor
option creates an option type from a base type, just as the postfix

type constructor list does. There are two value constructors for option type values: None (connoting an anomalous value), and the prefix
value constructor Some. The argument to Some is a value of the base
type.
For the median function, we’ll use an int option as the return
value, or, more generically, an ’a option. In the anomalous condition,
we return None, and in the normal condition in which a well-defined
median v can be computed, we return Some v.
# let median (lst: 'a list) : ('a option) =
#

if lst = [] then None

#

else Some (nth (sort compare lst) (length lst / 2)) ;;

val median : 'a list -> 'a option = <fun>
# median [1; 2; 3; 4; 42] ;;
- : int option = Some 3
# median [] ;;
- : 'a option = None

This version of the median function when applied to an int list
does not return an int, even when the median is well defined. It returns an int option, which is a distinct type altogether. Nonetheless,
a caller of this function might want access to the int wrapped inside
the int option value. As with all structured types, we access the component elements of an option value via pattern matching, as in this
example function, which replicates the (deprecated) in-band value solution, returning the median of the list, or the error value if no median
exists:
# let median_or_error (lst : int list) : int =
#

match median lst with
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| None -> cERROR

#

| Some v -> v ;;
val median_or_error : int list -> int = <fun>

In implementing median above, we used the polymorphic function
nth : ’a list -> int -> ’a provided by the List module, which

given a list lst and an integer index returns the element of lst at the
given index (numbered starting with 0).
# List.nth [1; 2; 4; 8] 2 ;;
- : int = 4
# List.nth [true; false; false] 0 ;;
- : bool = true

Exercise 76
Why do you think nth was designed so as to take its list argument before its index
argument?

If we were to reimplement this function, it might look something
like this:
# let rec nth (lst : 'a list) (n : int) : 'a =
#

match lst with

#

| hd :: tl ->

#

if n = 0 then hd

#

else nth tl (n - 1) ;;

Lines 2-5, characters 0-19:
2 | match lst with
3 | | hd :: tl ->
4 | if n = 0 then hd
5 | else nth tl (n - 1)...
Warning 8: this pattern-matching is not exhaustive.
Here is an example of a case that is not matched:
[]
val nth : 'a list -> int -> 'a = <fun>

This definition works, as shown in the following examples:
# nth [1; 2; 3] 1 ;;
- : int = 2
# nth [0; 1; 2] (nth [1; 2; 3] 1) ;;
- : int = 2

However, OCaml has warned us that the pattern match in the definition of nth is not exhaustive – there are possible values that will
match none of the provided patterns – and helpfully provides the missing case, the empty list. Of course, if we ask to take the n-th element of
an empty list, there is no element to take; this represents an anomalous
condition.
Leaving the handling of this case implicit violates the edict of intention; we should clearly express what happens in all cases. Once again,
we can use option types to explicitly mark the condition in the return
value. We do so in a function called nth_opt.3

We use the suffix _opt to mark functions that return an optional value, as
is conventional in OCaml library functions. In fact, as noted below, the List
module provides an nth_opt function
in addition to its nth function.
3
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# let rec nth_opt (lst : 'a list) (n : int) : 'a option =
#

match lst with

#

| [] -> None

#

| hd :: tl ->

#

if n = 0 then Some hd
else nth_opt tl (n - 1) ;;

#

val nth_opt : 'a list -> int -> 'a option = <fun>
# nth_opt [1; 2; 3] 1 ;;
- : int option = Some 2
# nth_opt [1; 2; 3] 5 ;;
- : int option = None

Exercise 77
Another anomalous condition for nth and nth_opt is the use of a negative index. What
currently is the behavior of nth_opt with negative indices? Revise the definition of
nth_opt to appropriately handle this case as well.
Exercise 78
Define a function last_opt : ’a list -> ’a option that returns the last element in
a list (as an element of the option type) if there is one, and None otherwise.
#
#
-

last_opt [] ;;
: 'a option = None
last_opt [1; 2; 3; 4; 5] ;;
: int option = Some 5

Exercise 79
The variance of a sequence of n numbers x 1 , . . . , x n is given by the following equation:

∑ni=1 (x i − m )2
n −1
where n is the number of elements in the sequence, m is the arithmetic mean (or
average) of the elements in the sequence, and x i is the i -th element in the sequence.
The variance is only well defined for sequences with two or more elements. (Do you see
why?)
Define a function variance : float list -> float option that returns None
if the list has fewer than two elements. Otherwise, it should return the variance of the
numbers in its list argument, wrapped appropriately for its return type.4 For example:
#
#
-

variance [1.0;
: float option
variance [1.0]
: float option

2.0; 3.0; 4.0; 5.0] ;;
= Some 2.5
;;
= None

Remember to use the floating point version of the arithmetic operators when operating
on floats (+., *., etc). The function float can convert (“cast”) an int to a float.

10.2.1 Option poisoning
There is a problem with using option types to handle anomalies, as in
nth_opt. Whenever we want to use the value of an nth_opt element in

a further computation, we need to carefully extract the value from the
option type. We can’t, for instance, merely write
# nth_opt [0; 1; 2] (nth_opt [1; 2; 3] 1) ;;
Line 1, characters 18-39:
1 | nth_opt [0; 1; 2] (nth_opt [1; 2; 3] 1) ;;

4

If you want to compare your output
with an online calculator, make sure you
find one that calculates the (unbiased)
sample variance.
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^^^^^^^^^^^^^^^^^^^^^
Error: This expression has type int option
but an expression was expected of type int

Instead we must work inside out, painstakingly extracting values and
passing on Nones:
# match (nth_opt [1; 2; 3] 1) with
# | None -> None
# | Some v -> nth_opt [0; 1; 2] v ;;
- : int option = Some 2

And if that result is part of a further computation, even something as
simple as adding 1 to it, we have to resort to
# match (nth_opt [1; 2; 3] 1) with
# | None -> None
# | Some v ->
#

match nth_opt [0; 1; 2] v with

#

| None -> None

#

| Some v -> Some (v + 1) ;;

- : int option = Some 3

Much of the elegance of the functional programming paradigm, the
ability to simply embed function applications with other functional
applications, is lost. We call this phenomenon O P T I O N P O I S O N I N G :
The introduction of an option type in an embedded computation
requires verbose extraction of values and reinjecting them into option
types as the computation continues. (Option poisoning is a particular
instance of the dreaded programming phenomenon of the P Y R A M I D
O F D O O M .)

Functions that regularly display anomalous conditions that ought
to be directly handled by the caller are well suited for use of option
types. But where an anomalous condition is rare and isn’t the kind of
thing that the caller should handle, an alternative approach is useful,
to avoid the pyramid of doom. Rather than explicitly marking the
occurrence of an anomaly in the return value, it can be implicitly dealt
with by changing the flow of control of the program entirely. This is the
approach based on exceptions, to which we now turn.5

10.3 Exceptions
Instead of modifying the return type of nth to allow for returning a
None marker of an anomaly, we can leave the return type unchanged,

and in case of anomaly, raise an E XC E P T I O N .
When an exception is raised, execution of the function stops. Of
course, if execution stops, the function can’t return a value, which is
appropriate given that the existence of the anomaly means that there’s
no appropriate value to return.

5

Newer techniques, such as O P T I O N A L
in the Swift programming
language, deal with option poisoning
in a more elegant way, providing a
middle ground between the verbose
option handling of OCaml and the use
of exceptions. For the programminglanguage-theory-inclined, the M O N A D
concept from category theory, first
imported into programming languages
with Haskell, generalizes the concept.
The lesson here is that continuing
progress is being made in the design of
programming languages to deal with
new and recurring programming issues.
CHAINING
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What about the function that called the one that raised the exception? It is expecting a value of a certain type to be returned, but in this
case, no such value is supplied. The calling function thus can’t return
either. It stops too. And so on and so forth.
We can write a version of nth that raises an exception when the
index is too large.
# let rec nth (lst : 'a list) (n : int) : 'a =
#

match lst with

#

| [] -> raise Exit

#

| hd :: tl ->

#

if n = 0 then hd

#

else nth tl (n - 1) ;;

val nth : 'a list -> int -> 'a = <fun>
# nth [1; 2; 3] 1 ;;
- : int = 2
# nth [1; 2; 3] 5 ;;
Exception: Stdlib.Exit.
# (nth [0; 1; 2] (nth [1; 2; 3] 1)) + 1 ;;
- : int = 3

There are several things to notice here. First, the return type of nth remains ’a, not ’a option. Under normal conditions, it returns the n-th
element itself, not an option-wrapped version thereof. This allows its
use in embedded applications (as in the third example above) without
leading to the dreaded option poisoning. When an error does occur, as
in the second example, execution stops and a message is printed by the
OCaml R E P L (“Exception: Stdlib.Exit.”) describing the exception
that was raised, namely, the Exit exception defined in the Stdlib library module. No value is returned from the computation at all, so no
value is ever printed by the R E P L .
The code that actually raises the Exit exception is in the third line
of nth: raise Exit. The built-in raise function takes as argument an
expression of type exn, the type for exceptions. As it turns out, Exit is
a value of that type, as can be verified directly:
# Exit ;;
- : exn = Stdlib.Exit

The Exit exception is provided in the Stdlib module as a kind of
catch-all exception, but other exceptions are more appropriate to raise
in different circumstances.
• The value constructor Invalid_argument : string -> exn, is
intended for use when an argument to a function is inappropriate.
It would be appropriate to use when the index of nth is negative.
• The value constructor Failure : string -> exn, is intended
for use when a function isn’t well-defined as called. It would be
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appropriate to use when the index of nth is too large for the given
list.
Both of these constructors take a string argument, typically used to
provide an explanation of what went wrong. The explanation can be
used when the exception information is handled, for instance, by the
REPL

printing its error message.

Taking advantage of these exceptions, nth can be rewritten as
# let rec nth (lst : 'a list) (n : int) : 'a =
#
#
#

if n < 0 then
raise (Invalid_argument "nth: negative index")
else

#

match lst with

#

| [] -> raise (Failure "nth: index too large")

#

| hd :: tl ->

#

if n = 0 then hd

#

else nth tl (n - 1) ;;

val nth : 'a list -> int -> 'a = <fun>
# nth [1; 2; 4; 8] ~-3 ;;
Exception: Invalid_argument "nth: negative index".
# nth [1; 2; 4; 8] 1 ;;
- : int = 2
# nth [1; 2; 4; 8] 42 ;;
Exception: Failure "nth: index too large".

We’ve dealt with both of the anomalous conditions by raising appropriate exceptions.
Not coincidentally, the List.nth function (in the List library module) works exactly this way, raising Invalid_argument and Failure
exceptions under just these circumstances. But a List.nth_opt function is also provided, for cases in which the explicit marking of anomalies with an option type is more appropriate.

10.3.1 Handling exceptions
Returning to the median example above, and repeated here for reference (but this time using our own implementation of nth),
# let median (lst : 'a list) : 'a =
#

nth (sort compare lst) (length lst / 2) ;;

val median : 'a list -> 'a = <fun>

this code doesn’t use option types and doesn’t use the raise function to raise any exceptions. What does happen when the anomalous
condition occurs?
# median [] ;;
Exception: Failure "nth: index too large".
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An exception was raised, not by the median function, but by our nth
function that it calls, which raises a Failure exception when it is called
to take an element of the empty list. The exception propagates from
the nth call to the median call to the top level of the R E P L .
Perhaps you, as the writer of some code, have an idea about how
to handle particular anomalies that might otherwise raise an exception. Rather than allow the exception to propagate to the top level,
you might want to handle the exception yourself. The try...with
construct allows for this.
The syntax of the construction is
try ⟨expr ⟩

with ⟨match ⟩

where ⟨expr ⟩ is an expression that may raise an exception, and

⟨match ⟩ is a pattern match with one or more branches, which is used
when an exception is raised in the course of evaluating ⟨expr ⟩.
For example, we can implement nth_opt in terms of nth by embedding the call to nth within a try...with:6
# let nth_opt (lst : 'a list) (index : int) : 'a option =
#
#
#

try
Some (nth lst index)
with

| Failure _
| Invalid_argument _ -> None ;;
val nth_opt : 'a list -> int -> 'a option = <fun>

#
#

# nth_opt [1; 2; 3] 0 ;;
- : int option = Some 1
# nth_opt [1; 2; 3] (-1) ;;
- : int option = None
# nth_opt [1; 2; 3] 4 ;;
- : int option = None

This implementation of nth_opt attempts to evaluate Some (nth lst
index). Under normal conditions, the call to nth returns a value v, in

which case Some v is the result of the try and of the function itself.
But if an exception is raised in the evaluation of the try – presumably
by an anomalous condition in the call to nth – the exception raised
will be matched against the two patterns and the result of that pattern
match will be used. If nth raises either a Failure exception or an
Invalid_argument exception, the result of the try...with will be
None (as is appropriate for an implementation of nth_opt). If any

other exception is raised, no pattern will match and the exception will
continue to propagate.

6

We’ve taken advantage of the ability
to use the same result expression for
multiple patterns, as described in
Section 7.2.1.
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10.3.2 Zipping lists
As another example of handling anomalous conditions, we consider
a function for “zipping” lists. The result of zipping two lists together
is a list of corresponding pairs of elements of the original lists. A zip
function in OCaml ought to have the following behavior:
# zip ['a'; 'b'; 'c']
#

[ 1 ;

2 ;

3 ] ;;

- : (char * int) list = [('a', 1); ('b', 2); ('c', 3)]

Let’s try to define the function, starting with its type. The zip function takes two lists, with types, say, ’a list and ’b list, and returns
a list of pairs each of which has an element from the first list (of type
’a) and an element from the second (of type ’b). The pairs are thus of

type ’a * ’b and the return value of type (’a * ’b) list. The type
of the whole function, then, is ’a list -> ’b list -> (’a * ’b)
list. From this, the header follows directly.
let rec zip (xs : 'a list)
(ys : 'b list)
: ('a * 'b) list =
...

We’ll need the first elements of each of the lists, so we match on
both lists (as a pair) to extract their parts
let rec zip (xs : 'a list)
(ys : 'b list)
: ('a * 'b) list =
match xs, ys with
| [], [] -> ...
| xhd :: xtl, yhd :: ytl -> ...

If the lists are empty, the list of pairs of their elements is empty too.
let rec zip (xs : 'a list)
(ys : 'b list)
: ('a * 'b) list =
match xs, ys with
| [], [] -> []
| xhd :: xtl, yhd :: ytl -> ...

Otherwise, the zip of the non-empty lists starts with the two heads
paired. The remaining elements are the zip of the tails.
let rec zip (xs : 'a list)
(ys : 'b list)
: ('a * 'b) list =
match xs, ys with
| [], [] -> []
| xhd :: xtl, yhd :: ytl ->
(xhd, yhd) :: (zip xtl ytl) ;;
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You’ll notice that there’s an issue. And if you don’t notice, the interpreter will, as soon as we enter this definition:
# let rec zip (xs : 'a list)
#
#

(ys : 'b list)

#

: ('a * 'b) list =
match xs, ys with

#

| [], [] -> []

#

| xhd :: xtl, yhd :: ytl ->

#

(xhd, yhd) :: (zip xtl ytl) ;;

Lines 4-7, characters 0-27:
4 | match xs, ys with
5 | | [], [] -> []
6 | | xhd :: xtl, yhd :: ytl ->
7 | (xhd, yhd) :: (zip xtl ytl)...
Warning 8: this pattern-matching is not exhaustive.
Here is an example of a case that is not matched:
((_::_, [])|([], _::_))
val zip : 'a list -> 'b list -> ('a * 'b) list = <fun>

There are missing match cases, in particular, when one of the lists is
empty and the other isn’t. This can arise whenever the two lists are of
different lengths. In such a case, the zip of two lists is not well defined.
As usual, we have two approaches to addressing the anomaly, with
options and with exceptions. We’ll pursue them in order.
We can make explicit the possibility of error values by returning an
option type.
let rec zip_opt (xs : 'a list)
(ys : 'b list)
: ('a * 'b) list option = ...

The normal match cases can return their corresponding option type
value using the Some constructor.
let rec zip_opt (xs : 'a list)
(ys : 'b list)
: ('a * 'b) list option =
match xs, ys with
| [], [] -> Some []
| xhd :: xtl, yhd :: ytl ->
Some ((xhd, yhd) :: (zip_opt xtl ytl)) ;;

Finally, we can add a wild-card match pattern for the remaining cases.
# let rec zip_opt (xs : 'a list)
#
#

(ys : 'b list)

#

: ('a * 'b) list option =
match xs, ys with

#

| [], [] -> Some []

#

| xhd :: xtl, yhd :: ytl ->

#

Some ((xhd, yhd) :: (zip_opt xtl ytl))
| _, _ -> None ;;

#
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Line 7, characters 20-37:
7 | Some ((xhd, yhd) :: (zip_opt xtl ytl))
^^^^^^^^^^^^^^^^^
Error: This expression has type ('c * 'd) list option
but an expression was expected of type ('a * 'b) list

The interpreter tells us that there’s a type problem. The recursive
call zip_opt xtl ytl is of type (’c * ’d) list option but the
cons requires an (’a * ’b) list. What we have here is a bad case
of option poisoning. We’ll have to decompose the return value of the
recursive call to extract the list within, handling the None case at the
same time.
# let rec zip_opt (xs : 'a list)
#
#

(ys : 'b list)

#

: ('a * 'b) list option =
match xs, ys with

#

| [], [] -> Some []

#

| xhd :: xtl, yhd :: ytl ->
match zip_opt xtl ytl with

#
#
#
#

| None -> None
| Some ztl -> Some ((xhd, yhd) :: ztl)
| _, _ -> None ;;

Line 10, characters 2-6:
10 | | _, _ -> None ;;
^^^^
Error: This pattern matches values of type 'a * 'b
but a pattern was expected which matches values of type
('c * 'd) list option

Now what!? The interpreter complains of another type mismatch, this
time in the final pattern, which is of type ’a * ’b, but which, for
some reason, the interpreter thinks should be of type (’c * ’d) list
option. This kind of error is one of the most confusing for beginning

OCaml programmers.
Exercise 80
Try to see if you can diagnose the problem before reading on.

The indentation of this code notwithstanding, the final pattern
match is associated with the inner match, not the outer one. The inner
match is, indeed, for list options. The intention was that only the lines

beginning | None... and | Some ... be part of that match, but the
next line has been caught up in it as well.
One simple solution is to use parentheses to make explicit the
intended structure of the code.
# let rec zip_opt (xs : 'a list)
#
#

(ys : 'b list)

#

: ('a * 'b) list option =
match xs, ys with

#

| [], [] -> Some []
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#
#

| xhd :: xtl, yhd :: ytl ->
(match zip_opt xtl ytl with

#

| None -> None

#

| Some ztl -> Some ((xhd, yhd) :: ztl))
| _, _ -> None ;;
val zip_opt : 'a list -> 'b list -> ('a * 'b) list option = <fun>
#

Better yet is to make explicit the patterns that fall under the wildcard
allowing them to move up in the ordering.
# let rec zip_opt (xs : 'a list)
#
#
#
#

(ys : 'b list)
: ('a * 'b) list option =
match xs, ys with

#

| [], [] -> Some []
| [], _

#

| _, [] -> None

#

| xhd :: xtl, yhd :: ytl ->
match zip_opt xtl ytl with

#
#

| None -> None

#

| Some ztl -> Some ((xhd, yhd) :: ztl) ;;
val zip_opt : 'a list -> 'b list -> ('a * 'b) list option = <fun>

Exercise 81
Why is it necessary to make the patterns explicit before moving them up in the ordering?
What goes wrong if we leave the pattern as _, _?

As an alternative, we can implement zip to raise an exception on
lists of unequal length. Doing so simplifies the matches, since there’s
no issue of option poisoning.
# let rec zip (xs : 'a list)
#
#
#
#

(ys : 'b list)
: ('a * 'b) list =
match xs, ys with

#

| [], [] -> []
| [], _

#

| _, [] -> raise (Invalid_argument

#
#

"zip: unequal length lists")
| xhd :: xtl, yhd :: ytl ->

#

(xhd, yhd) :: (zip xtl ytl) ;;

val zip : 'a list -> 'b list -> ('a * 'b) list = <fun>

Exercise 82
Define a function zip_safe that returns the zip of two equal-length lists, returning the
empty list if the arguments are of unequal length. The implementation should call zip.
#
#
-

zip_safe
: (int *
zip_safe
: (int *

[1; 2; 3]
int) list
[1; 2; 3]
int) list

[3; 2; 1] ;;
= [(1, 3); (2, 2); (3, 1)]
[3; 2] ;;
= []

What problems do you see in this function?

127

128

PROGRAMMING WELL

10.3.3 Declaring new exceptions
Exceptions are first-class values, of the type exn. Like lists and options,
exceptions have multiple value constructors. We’ve seen some already:
Exit, Failure, Invalid_argument. (It’s for that reason that we can

pattern match against them in the try...with construct.)
Exceptions are exceptional in that new value constructors can be
added dynamically. Here we define a new exception value constructor:
# exception Timeout ;;
exception Timeout

It turns out that this exception will be used in Chapter 17.
Exception constructors can take arguments. We define an
UnboundVariable constructor that takes a string argument, used in

Chapter 13, as
# exception UnboundVariable of string ;;
exception UnboundVariable of string

Exercise 83
In Section 6.4, we noted a problem with the definition of fact for computing the
factorial function; it fails on negative inputs. Modify the definition of fact to raise an
exception to make that limitation explicit.
Exercise 84
What are the types of the following expressions (or the values they define)?
1. Some 42
2. [Some 42; None]
3. [None]
4. Exit
5. Failure "nth"
6. raise (Failure "nth")
7. raise
8. fun _ -> raise Exit
9.

let failwith s =
raise (Failure s)

10.

let sample x =
failwith "not implemented"

11.

let sample (x : int) (b : bool) : int list option =
failwith "not implemented"

Problem 85
As in Problem 59, for each of the following OCaml function types define a function f
(with no explicit typing annotations, that is, no uses of the : operator) for which OCaml
would infer that type. (The functions need not be practical or do anything useful; they
need only have the requested type.)
1. int -> int -> int option
2. (int -> int) -> int option
3. ’a -> (’a -> ’b) -> ’b
4. ’a option list -> ’b option list -> (’a * ’b) list
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Problem 86
As in Problem 62, for each of the following function definitions of a function f, give
a typing for the function that provides its most general type (as would be inferred by
OCaml) or explain briefly why no type exists for the function.
1.

let rec f x =
match x with
| [] -> f
| h :: t -> raise Exit ;;

2.

let f x =
if x then (x, true)
else (true, not x) ;;

Problem 87
Provide a more succinct definition of the function f from Problem 86(2), with the same
type and behavior.

10.4 Options or exceptions?
Which should you use when writing code to handle anomalous conditions? Options or exceptions? This is a design decision. There is no
universal right answer.
Options are explicit: The type gives an indication that an anomaly
might occur, and the compiler can make sure that such anomalies are
handled. Exceptions are implicit: You (and the compiler) can’t tell if an
exception might be raised while executing a function. But exceptions
are therefore more concise. The error handling doesn’t impinge on the
data and so doesn’t poison every downstream use of the data. Code to
handle the anomaly doesn’t have to exist everywhere between where
the problem occurs and where it’s dealt with.
Which is more important, explicitness or concision? It depends.
• If the anomaly is a standard part of the computation, a frequent
occurrence, that argues for making it explicit in an option type.
• If the anomaly is a rare occurrence, that argues for hiding it implicitly in the code.
• If the anomaly is localized to a small part of the code within which it
can be handled, it makes sense to use an option type in that region.
• If the anomaly is ubiquitous, with the possibility of occurring anywhere in the code, the overhead of explicitly handling it everywhere
in the code with an option type is likely too cumbersome. For example, a computation may run out of memory at more or less any
point. It makes no sense to have a function return an option type,
with None reserved for the case where the computation happened to
run out of memory in the function. Rather, running out of memory
is a natural use for an exception (and in fact, OCaml raises exceptions when it runs out of memory).
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Is the anomalous occurrence a frequent case? Use options. A rare
event? Use exceptions. Is the anomalous occurrence intrinsic to the
conception? Use options. Extrinsic? Use exceptions.
Design decisions like this are ubiquitous. They are the bread and
butter of the programming process. The precursor to making these
decisions is possessing the tools that allow the alternative designs, the
understanding of what the ramifications are, and the judgement to
make a reasonable choice. The importance of having the choice is why,
for instance, the List module provides both nth and nth_opt.

10.5 Unit testing with exceptions
In Section 6.5, we called for unit testing of functions to verify their
correctness on representative inputs. Using the methodology of that
section, we might write a unit testing function for nth, call it nth_test:
# let nth_test () =
#
unit_test (nth [5] 0 = 5) "nth singleton";
#
unit_test (nth [1; 2; 3] 0 = 1) "nth start";
unit_test (nth [1; 2; 3] 1 = 2) "nth middle" ;;
val nth_test : unit -> unit = <fun>
#

We run the tests by calling the function:
# nth_test () ;;
nth singleton passed
nth start passed
nth middle passed
- : unit = ()

The test function provides a report of the performance on all of the
tests, showing that all tests are passed.
As mentioned in Section 6.5, we’ll want to unit test nth as completely as is practicable, trying examples representing as wide a range
of cases as possible. For instance, we might be interested in whether
nth works in selecting the first, a middle, and the last element of a list.

We’ve checked the first two of these conditions, but not the third. We
can adjust the testing function accordingly:
# let nth_test () =
#
unit_test (nth [5] 0 = 5) "nth singleton";
#
unit_test (nth [1; 2; 3] 0 = 1) "nth start";
unit_test (nth [1; 2; 3] 1 = 2) "nth middle";
unit_test (nth [1; 2; 3] 2 = 3) "nth last" ;;
val nth_test : unit -> unit = <fun>
#
#

What about selecting at an index that is too large, as in the example
nth [1; 2; 3] 4? We should make sure that nth works properly in

this case as well. But what does “works properly” mean? According
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to the specification in the List module, nth should raise a Failure
exception in this case. So we’ll need a boolean expression that is true
just in case evaluating the expression nth [1; 2; 3] 4 raises the
proper exception. We can achieve this by using a try ⟨⟩ with ⟨⟩ to trap
any exception raised and verifying that it is the correct one. We might
start with
# try nth [1; 2; 3] 4
# with
# | Failure _ -> true
# | _ -> false ;;
Line 3, characters 15-19:
3 | | Failure _ -> true
^^^^
Error: This expression has type bool but an expression was expected
of type
int

but this fails to type-check, since the type of the nth expression is int
(since it was applied to an int list), whereas the with clauses return
a bool. We’ll need to return a bool in the try as well. In fact, we should
return false; if nth [1; 2; 3] 4 manages to return a value and not
raise an exception, that’s a sign that nth has a bug! We revise the test
condition to be
# try let _ = nth [1; 2; 3] 4 in
#

false

# with
# | Failure _ -> true
# | _ -> false ;;
- : bool = true

Adding this unit test to the unit testing function gives us
# let nth_test () =
#
unit_test (nth [5] 0 = 5) "nth singleton";
#
unit_test (nth [1; 2; 3] 0 = 1) "nth start";
#
#
#

unit_test (nth [1; 2; 3] 1 = 2) "nth middle";
unit_test (nth [1; 2; 3] 2 = 3) "nth last";
unit_test (try let _ = nth [1; 2; 3] 4 in

#

false

#

with

#

| Failure _ -> true
| _ -> false) "nth index too big";;

#

val nth_test : unit -> unit = <fun>
# nth_test () ;;
nth singleton passed
nth start passed
nth middle passed
nth last passed
nth index too big passed
- : unit = ()
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We’ll later see more elegant ways to put together unit tests (Section 17.6).
Exercise 88
Augment nth_test to verify that nth works properly under additional conditions: on the
empty list, with negative indexes, with lists other than integer lists, and so forth.

§
With options and exceptions and their corresponding types, we’ve
completed the introduction of the major compound data types that are
built into the OCaml language. Table 10.1 provides a full list of these
compound types, with their type constructors and value constructors.
The advantages of compound types shouldn’t be limited to built-ins
though. In the next chapter, we’ll extend the type system to allow userdefined compound types.
Type

Type constructor

Value constructors

functions

⟨⟩ -> ⟨⟩

fun ⟨⟩ -> ⟨⟩

tuples

⟨⟩ * ⟨⟩
⟨⟩ * ⟨⟩ * ⟨⟩

⟨⟩ , ⟨⟩
⟨⟩ , ⟨⟩ , ⟨⟩
⋯

lists

⟨⟩ list

[]

records

{ ⟨⟩ : ⟨⟩ ; ⟨⟩ : ⟨⟩ ; ...}

{ ⟨⟩ = ⟨⟩ ; ⟨⟩ = ⟨⟩ ; ...}

options

⟨⟩ option

None

exceptions

exn

⟨⟩ :: ⟨⟩
[ ⟨⟩ ; ⟨⟩ ; ...]

Some ⟨⟩
Exit
Failure ⟨⟩

⋯
user-defined

See Chapter 11

10.6 Problem set 3: Bignums and RSA encryption
This section provides substantive background for one of the course problem sets. For common background on logistics and procedures for problem sets, including such topics as accessing the problem set code, compiling and testing your code, reflecting on the process, and submitting your
solution, please review the course document “Problem set procedures”.

Cryptography is the science of methods for storing or transmitting
messages securely and privately.

Table 10.1: Built-in compound data
types.
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Cryptographic systems typically use keys for encryption and decryption. An encryption key is used to convert the original message (the
plaintext) to coded form (the ciphertext). A corresponding decryption
key is used to convert the ciphertext back to the original plaintext.
In traditional cryptographic systems, the same key is used for both
encryption and decryption, which must be kept secret. Two parties
can exchange coded messages only if they share the secret key. Since
anyone who learned that key would be able to decode the messages,
keys must be carefully guarded and transmitted only under tight security, for example, couriers handcuffed to locked, tamper-resistant
briefcases!
In 1976, Diffie and Hellman initiated a new era in cryptography with
their discovery of a new approach: public-key cryptography. In this
approach, the encryption and decryption keys are different from each
other. Knowing the encryption key cannot help you find the decryption key. Thus, you can publish your encryption key publicly – on the
web, say – and anyone who wants to send you a secret message can use
it to encode a message to send to you. You do not have to worry about
key security at all, for even if everyone in the world knew your encryption key, no one could decrypt messages sent to you without knowing
your decryption key, which you keep private to yourself. You used
public-key encryption when you set up your CS51 git repositories: the
command ssh-keygen generated a public encryption key and private
decryption key for you. You uploaded the public key and (hopefully)
kept the private key to yourself.
The best known public-key cryptosystem is due to computer scientists Rivest, Shamir, and Adelman, and is known by their initials,
RSA. The security of your web browsing probably depends on RSA encryption. The system relies on the fact that there are fast algorithms
for exponentiation and for testing prime numbers, but no known fast
algorithms for factoring extremely large numbers. In this problem set
you will complete an implementation of a version of the RSA system.
(If you’re interested in some of the mathematics behind RSA, see Section 10.6.3. However, an understanding of that material is not needed
to complete the problem set.)
Crucially, RSA requires manipulation of very large integers, much
larger than can be stored, for instance, as an OCaml int value. OCaml’s
int type has a size of 63 bits, and therefore can represent integers

between −262 and 262 − 1. These limits are available as OCaml constants
min_int and max_int:
# min_int, max_int ;;
- : int * int = (-4611686018427387904, 4611686018427387903)

The int type can then represent integers with up to 18 or so digits, that

Figure 10.1: Whitfield Diffie (1944–) and
Martin Hellman (1948–), co-inventors of
public-key cryptography, for which they
received the Turing Award in 2015.

134

PROGRAMMING WELL

is, integers in the quintillions, but RSA needs integers with hundreds of
digits.
Computer representations for arbitrary size integers are traditionally referred to as B I G N U M S . In this assignment, you will be implementing bignums, along with several operations on bignums, including addition and multiplication. We provide code that will use your
bignum implementation to implement the RSA cryptosystem. Once
you complete your bignum implementation, you’ll be able to encrypt
and decrypt messages using this public-key cryptosystem, and discover a hidden message that we’ve provided encoded in this way.

10.6.1 Big numbers
To handle arbitrarily large integers (as large as the computer’s memory
allows), we define a new algebraic data type to represent bignums,
along with the standard arithmetic operations plus, times, comparison operators, and so on.
In this bignum implementation, an integer n will be represented
as a list of int values, namely the coefficients of the expansion of n in
some base. For example, suppose the base is 1000. Then the number
123456789 can be written as:

(123 ⋅ 10002 ) + (456 ⋅ 10001 ) + (789 ⋅ 10000 )

,

which we will represent by the list [123; 456; 789]. Notice that the
least significant coefficient (789) appears last in the list. As another
example, the number 12000000000000 is represented by the list [12;
0; 0; 0; 0].

The base used by your bignum implementation is defined at the top

7

We name the base using this distinctive naming convention, with initial
‘c’ (for constant) and upper-case
mnemonic to emphasize that it is a
global constant. Such global constants
should be rare, and thus typographically
distinctive.

of the file bignum.ml:7
let cBASE = 1000 ;;

To make it easier to implement some of the functions below, you may
want to use a base of 1000 while debugging and testing. However,
you’ll want to make sure that the code works for any value of cBASE,
always referring to that variable rather than hard-coding a value of
1000, so that if cBASE is changed to a different value, your code should
still work.8 This is good programming practice in general, and makes it
easier to modify code later.
Here is the actual type definition for bignums:
# type bignum = {neg : bool; coeffs : int list} ;;
type bignum = { neg : bool; coeffs : int list; }

The neg field specifies whether the number is positive (if neg is false)
or negative (if neg is true). The coeffs field is the list of coefficients

8

For reasons of simplicity in implementing functions to move between
bignums and strings, we’ll assume
that cBASE is a power of 10. Similarly,
implementing certain operations on
bignums here is simplified by requiring
that cBASE * cBASE < int_max, that
is cBASE can be safely squared without
overflowing the integer representation.
You can assume that both of these
conditions hold as invariants.

HANDLING ANOMALOUS CONDITIONS

in some base, where each coefficient is between 0 and cBASE - 1,
inclusive. Assuming a base of 1000, to represent the integer 123456789,
we would use:
# {neg = false; coeffs = [123; 456; 789]} ;;
- : bignum = {neg = false; coeffs = [123; 456; 789]}

and to represent −9999 we would use:
# {neg = true; coeffs = [9; 999]} ;;
- : bignum = {neg = true; coeffs = [9; 999]}

In other words, the record
{neg = false, coeffs = [a n ; a n −1 ; a n −2 ; ...; a 0 ]}

represents the integer
a n ⋅ base n + a n −1 ⋅ base n −1 + a n −2 ⋅ base n −2 + ⋯ + a 0
An empty list thus represents 0. This defines the correspondance
between bignum and the integers.
Representation invariants

The implementation of bignums will be

simpler if we impose certain representation invariants. A R E P R E S E N TAT I O N I N VA R I A N T

is a property of values in your representation that

you enforce and that you can thus assume is true when writing functions to handle these values. If the representation invariant is violated,
the value is not a valid value for the type. Any function you write that
produces a value of the type (for example, from_int) should produce a
value satisfying the representation invariant.
The invariants for the bignum representation are as follows:
• Zero will always be represented as {neg = false; coeffs = []},
and never as {neg = true; coeffs = []}.
• There will be no leading zeroes on the list of coefficients. The value
{neg = false; coeffs = [0; 0; 125]} violates this invariant.

• Coefficients are never negative and are always strictly less than
cBASE.

Functions that consume bignums may assume that they satisfy the
invariant. We will not test your code using bignums that violate the
invariant. Functions that return bignums should preserve these invariants. For example, your functions should never return a bignum
representing zero with the neg flag set to true or a bignum with a
coefficients list with leading zeros.
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Using your solution

Using the functions from_string and to_-

string, you will be able to test your functions by converting between

the bignum representation and a string representation. (These functions further assume that cBASE is a power of 10.) Here is a sample
interaction with a completed implementation of bignums, in which we
multiply 123456789 by 987654321:
# let answer = times (from_string "123456789")
#
(from_string "987654321") ;;
val answer : bignum = {neg = false; coeffs = [121; 932; 631; 112;
635; 269]}
# to_string answer ;;
- : string = "121932631112635269"

What you need to do

You will implement several functions in

bignum.ml that operate on bignums. As usual, feel free to change

the header of the function definition, for instance by adding a rec keyword, if you think it helpful, but do not alter the types of any functions,
as we will be unit testing assuming those type signatures.
Problem 89
Implement the function negate : bignum -> bignum, which gives the negation of a
bignum (the bignum times -1).
Problem 90
Implement the functions equal : bignum -> bignum -> bool, less : bignum
-> bignum -> bool, and greater : bignum -> bignum -> bool that compare
two numbers b1 and b2 and return a boolean indicating whether b1 is equal to, less
than, or greater than b2, respectively. You can assume that the arguments satisfy the
representation invariants.
Problem 91
Implement conversion functions to_int : bignum -> int option and from_int :
int -> bignum between integers and bignums. The function to_int : bignum ->
int option should return None if the number is too large to fit in an OCaml integer.
You’ll want to be careful when checking whether values fit within OCaml integers.
In particular, you shouldn’t assume that max_int is the negative of min_int; in fact, it
isn’t, as seen above. Instead, you may use the fact that max_int = abs(min_int + 1),
though by careful design choices you can avoid even that assumption.
Problem 92
We have provided you with a function, plus_pos : bignum -> bignum -> bignum,
which adds two bignums and provides the result as a bignum. However, it has a limitation: this function only works if the resulting sum is positive. (This might not be the case,
for example if b2 is negative and larger in absolute value than b1.) Write the function
plus : bignum -> bignum -> bignum, which can add arbitrary bignums, without this
limitation. It should call plus_pos and shouldn’t be too complex. Hints: How can you
use the functions you’ve written so far to check, without doing the addition, whether the
resulting sum will be negative? If the sum will be negative, can you adjust the numbers to
find a different way of generating the sum using only additions that obey the limitation?
And a hint on your unit tests for this problem: you’ll definitely want to test a case where
the result comes out negative.
Problem 93
Implement the function times : bignum -> bignum -> bignum, which multiplies two
bignums. Use the traditional algorithm you learned in grade school (as in Figure 10.2),
but remember that we are representing numbers in base 1000 (say), not 10. The main
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goal is correctness, so keep your code as simple as possible. Make sure your code works
with positive numbers, negative numbers, and zero. Assume that the arguments satisfy
the invariant. Hint: You may want to write a helper function that multiplies a bignum by
a single int (which might be one coefficient of a bignum).
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We’ve provided an implementation
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of the RSA cryptosystem in the file rsa.ml. It uses the module Bignum,
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Using bignums to implement RSA

that is, the bignum implementation in bignum.ml that you’ve just
completed.
In the file rsa_puzzle.ml, we’ve placed some keys and a ciphertext
with a secret message. If your implementation of bignums is correct,
you should be able to compile and run the file:
% ocamlbuild rsa_puzzle.byte
% ./rsa_puzzle.byte

to reveal the secret message!

10.6.2 Challenge problem: Multiply faster
As on previous problem sets and several in the future, we are providing
an additional problem or two for those who would like an extra challenge. These problems are for your karmic edification only, and will
not affect your grade. We encourage you to attempt this problem only
once you have done your best work on the rest of the problem set.
The multiplication algorithm you implemented in Section 10.6.1
will work just fine for most integers of reasonable sizes, including the
ones needed by the RSA implementation. However, some exceedingly
smart people have devised algorithms which, on very large numbers
(think thousands of digits), are considerably faster than the multiplication algorithm you learned in grade school.
Problem 94
Challenge See if you can implement such an algorithm in times_faster. You may want
to start by looking up the Karatsuba algorithm. This algorithm recursively multiplies
smaller and smaller numbers. Note that, when the numbers become small enough (2-4
digits), you can and probably should simply call the times function you implemented
earlier. However, don’t just call this function on any numbers you are given; that’s not
any faster!

10.6.3 More background: How the RSA cryptosystem works
This section is intended for those who are interested in more mathematical details on how the RSA system uses bignum calculations to
achieve public-key encryption and decryption. Nothing in this section
is needed to complete the pset.
We want to encrypt messages that are strings of characters, but
the RSA system does not work with characters, but with integers. To

137

5
2

4
2

3
4

2
0
8

1
8
6

7
6
0

2
0
0

1

6

3

2

Figure 10.2: Multiplication of 543 and
224 using the grade school algorithm.
First, you multiply the first number
(543 in this example) by each of the
digits of the second number, from least
significant to most significant (4, then
2, then 2), adding an increasing number
of zeros at the end (shown in italics),
no zeros for the least significant digit
(resulting in 2172), one for the next
(1086 plus one zero yielding 10860),
two for the next, and so forth. Then
the partial products 2172, 10860, and
108600 are summed to generate the
final result 121632.
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encrypt a piece of text, we first convert it to a number (a bignum in
fact) by combining the ASCII codes of the characters; we can then
encrypt the resulting number.
To generate public and private keys in the RSA system, you select
two very large prime numbers p and q. (Recall that a prime number is
a positive integer greater than 1 with no divisors other than itself and
1.) How to find large primes is a subject in itself, but beyond the scope
of these notes.
You then compute numbers n and m:
n=pq
m = (p − 1)(q − 1)
It turns out that
• With very few exceptions, for almost all numbers e < n, e m

(mod n ) = 1.

• No one knows how to compute m, p, or q efficiently, even knowing
n.
(Notation: We write a (mod n ) for the remainder obtained when
dividing a by b using ordinary integer division. We use the notation

[a = b ] (mod n ) to mean that a (mod n ) = b (mod n ). Equivalently,
[a = b ] (mod n ) if a − b is divisible by n. For example, [17 = 32]
(mod 5).)
Now you pick a number e < m relatively prime to m; that is, such
that e and m have no factors in common except 1. The significance
of relative primality is that e is relatively prime to m if and only if e
is invertible mod m, that is, if and only if there exists a d such that

[d e = 1] (mod m ). Moreover, it is possible to compute d from e and m
using Euclid’s algorithm, described below. Your public key, which you
can advertise to the world, is the pair (n, e ). Your private key is (n, d ).
Anyone who wants to send you a secret message s (represented by
an integer remember) encrypts it by computing E (s ), where
E (s ) = s e

(mod n )

That is, if the plaintext is represented by the number s which is less
than n, the ciphertext E (s ) is obtained by raising s to the power e, then
taking the remainder modulo n.
The decryption process is exactly the same, except that d is used
instead of e:
D (s ) = s d

(mod n )
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The operations E and D are inverses:
D (E (s )) = (s e )d

(mod n )

= s d e (mod n )
= s 1+km (mod n )
= s (s m )k (mod n )
= s 1k (mod n )
= s (mod n )
=s
For the last step to hold, the integer s representing the plaintext
must be less than n. That’s why we break the message up into chunks.
Also, this only works if s is relatively prime to n, that is, it has no factors in common with n other than 1. If n is the product of two large
primes, then all but negligibly few messages s < n satisfy this property.
If by some freak chance s and n turned out not to be relatively prime,
then the code would be broken; but the chances of this happening by
accident are insignificantly small.
In summary, to use the RSA system:
1. Pick large primes p and q.
2. Compute n = pq and m = (p − 1)(q − 1).
3. Choose e relatively prime to m and use this to compute d such that

[d e = 1] (mod m ).
4. Publish the pair (n, e ) as your public key, but keep d , p, and q
secret.
How secure is RSA? At present, the only known way to obtain d from
e and n is to factor n into its prime factors p and q, then compute m
and proceed as above. But despite centuries of effort by number theorists, factoring large integers efficiently is still an open problem. Until
someone comes up with an efficient way to factor numbers, or discovers some other way to compute d from e and n, the cryptosystem
appears to be secure for large numbers n.
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